
What is Mithril?
Mithril is a Web Application Firewall as a service that offers a centralized 
management of websites and web applications security. It ensures pro-
tection against the main vulnerabilities listed in the OWASP 10 (The Ten Most 
Critical Web Application Security Risks).
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Mithril
Web Application Firewall

_we  open source
Mithril is based on opensource components such as Nginx, ModSecurity 
and Elasticsearch. We actively contribute to the OWASP Core Rule Set 
project, the main set of rules used by all the Web Application Firewalls 
on the market.

_cache e performance
Mithril distributes the HTTP and HTTPS requests on several nodes geographi-
cally distributed. Each node can maintain the static contents (such as 
pictures, videos, css) in the cache, without having to transfer them from 
the web server on which the website is hosted. This lightens up the client’s 
server work and it enables to save on the band traffic.

_bot & crawler detection system
Bot and Crawler have recently acquired a more frequent and identifiable 
pattern, according to which they pretend to be real users through user-A-
gent that are common to the main browsers, such as Chrome, Firefox, Sa-
fari, ecc. Thanks to a Javscript CHALLENGE, Mithril is able to understand if a 
HTTP request is coming from a real browser or a bot.

_two factor authentication
Without the need to modify the website or the web application code, Mithril 
can activate a second factor of authentication through Google API.



_set of rules designed for the main CMS
As well as the OWASP CRS rules, Mithril offers a set of rules that are specific 
to the main CMS, such as WordPress, Joomla, Drupal, Magento.

_reputational database
Mithril is centrally orchestrated. This means that each attack received and 
blocked is registered and categorized on a reputational database distribu-
ted on each client. The benefit here is visible if one of our clients receives an 
attack, since this attack is registered, classified and automatically blocked 
on all the websites of the other clients.

_monthly reporting
Every request directed to the web application is evaluated by Mithril to 
identify lawful traffic and block malicious requests, but only events that can 
be useful for a security analysis are logged by the system. For example, 
requests for static content are not logged in if you are successful (images, 
style sheets, javascript, etc.).

_console web
It allows you to see, in real time, all the HTML requests received by the web-
site with a geographical view of the sources.

Mithril is a service that enables our clients to rely on security experts 
who configure and monitor web applications security, as well as inter-
vene whenever a criticality or incident appears. Our I_SOC provides 
support to the Customer in all the different phases of prevention and 
incident and crisis handling.
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