
What is AMEE?
AMEE is an environment specifically designed for the analysis and the 
automatic classification of malware, through machine learning tech-
niques that are able to execute, in a secure and controlled environ-
ment, suspicious programs and documents with the aim of identifying 
malicious software and targeted attack vectors. Cyber criminals incre-
asingly use malicious programs, sent to unaware users, in order to pe-
netrate the company’s defenses, making it crucial for security analysts 
to rely on fast and effective tools that can help them tackle new and 
increasingly targeted threats.

If an incident occurs, it is fundamental to understand what the malware 
was trying to do and how it works, in order to be able to contain any 
damage and learn how to prevent future attacks. Nowadays, malware 
analysis requires a long timespan and it often provides incomplete de-
tails about the threat, hence making it harder for the security teams to 
trust the outcomes. The AMEE platform was developed specifically to 
deal with these challenges.

_ complete static and dynamic malware analysis
_advanced algorithms to deceive advanced malware

_native support for any type of file or document on Windows platform

_behavioral analysis at various levels: S.O., file system, memory 
and network communications

_generation of threat intelligence immediately shareable 
with, and usable by, other security tools

C O R E  F E A T U R E S

AMEE
Automated Malware 
Execution Environment
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Differently from other solutions, AMEE uses a virtual infrastructure able to 
exploit an environment based on VMI (Virtual Machine Introspection), 
therefore providing a completely agentless analysis, less invasive but most 
of all able to identify and deceive the anti-analysis techniques exploited 
by the most advanced malware in order to avoid being detected.

The platform efficiently analyses any type of potentially 
malicious vector, such as:
• Executable files
• Driver Kernel
• Office documents (of any software product)
• Drawings/technical projects (CAD, CAM, BIM etc.) 
• Browsing URL and email attachments

Each analysis session is also able to operate by simulating a user beha-
vior, activating executable files and browsing websites to proceed 
with automatic malware analyses. Moreover, it registers all the com-
munications with potential command and control centers, which can 
occur both unencrypted and through cover channels of different na-
ture, such as DNS, HTTP/S.

The platform is completely pre-configured in order to enable security 
analysts or incident handlers to be immediately operative without having 
installation problems. Furthermore, it allows the integration of Yara rules 
to introduce potential, specific controls required by the Customer. Finally, 
it is possible to extend the dynamic analysis environments by integrating 
potential typologies of executable, non- standard files, in order to make 
the organization more resilient vis-à-vis targeted attacks.

AMEE provides information in a native way to a SIEM, by using protocols 
based on specific standards, such as the RFC5424 and CEF. Moreover, it is 
able to automatically share the analysis outcomes with any other security 
tool through the use of the STIX/TAXII standard, in order to enable the acti-
vation of automatic containment or removal operations, hence allowing, 
whenever required, the anonymization of data potentially shared with third 
parties (in compliance with the NIS directive requirements).

By integrating static/dynamic analysis techniques with innovative, advan-
ced machine learning algorithms, AMEE is able to highlight any dangerous 
behavior identified in the analyzed samples, by fully limiting false positives 
and extracting the correct IOC without the “background noise” generated 
by the operating system or by benign applications.
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