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Digital
Transformation

Highly
Interconnected

Industry at a glance

Highly Regulated

Growing Use
Of The Public Cloud

Traditionally
Conservative

Target By Attackers

Focus on digital transformation and 
cost reductions to reduce depend-
encies on legacy systems.

Significant personal data trans-
ferred over 3rd party ecosystem 
comprised of both partners
& competitors.

With evolving focus on data
privacy operational resilience -
all in the context of cybersecurity.

The global cybersecurity market for financial services is projected to 
expand at a CAGR of 9.5%, leading to a global revenue of US$59.04 Billion 
by 2027.

Professional services and cloud-based cybersecurity solutions are 
projected to grow at CAGRs of 10.6% and 10.3%, respectively.

Public cloud becoming more
common for storage along with 
compute (analytics, ML, etc).

While under pressure to deliver
frictionless, customer-centric
engagements.

Consistently among the top indus-
tries for both security incidents 
and confirmed data loss according 
recent issues of the Verizon DBIR.
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Top Concerns
in the Financial Sector

Safeguard PII, 
PCI and  other 

regulated or 
sensitive data

Accelerate
public cloud

adoption

Further costs
reductions

Reduce 
the risk of 

cyberattacks 
and data 
breaches

Reduce 
administrative 

security burden
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Protect and control access

Facilitate safe, private, remote work

Keyless for
Financial Services

Unique dynamic employee identification

IT helpdesk authentication

Additional visibility and control into your resources  
Provide secure, reliable access for the right reasons, enabling the right 
interactions at the right time for employees, contractors and partners.

Employee Authentication to business applications, VPN and SSO Built-in 
privacy-preserving multi-factor authentication for any application to reduce 
security risks while preserving employee privacy and enhancing
the authentication flow user experience.

Make sure the person authenticating is the right person.
Minimize the risk of account takeover and fake logins by ensuring that you 
are providing access to the correct person, especially for privileged access 
scenarios

A proactive approach to the mitigating the rise of helpdesk attacks
Reduce the possibility of rogue actors and social engineering techniques 
that attempt to gain access to your organization via IT desks.

“By 2022, 60% of large and global 
enterprises, and 90% of midsize 
enterprises will implement 
passwordless methods.”
— Gartner
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Keyless Value Proposition
for Financial Institutions

Privacy preserving technology
Safeguards PII, PCI and other regulated sensitive data

Zero-trust security and built-in anti-fraud
Reduces the risk of cyberattacks and databreaches

Quick deployment, no maintainance
Minimize the administrative IT and cybersecurity burden

Built on the cloud, for the cloud
To accelerate public cloud adoption in the financial industry

Less support calls, less friction
Helps to further reduce associated IT costs

Keyless doesn’t store or process PII it helps businesses comply with privacy regulations 
even as regulations change over time and across jurisdictions.

Data can never be stolen or lost because no private information is accessible to anyone 
but the user. strong anti-fraud technology and behavioral authentication to minimize the 
risk of account takeover, phishing, and credential stuffing.

Quick and easy integration with Azure AD requires limited effort from the IT team. 
Onboarding users is entirely self-service, creating rapid time-to-value by eliminating any IT 
training and enablement costs.

The Keyless solution is built purely on top of Microsoft Azure – allowing financial services 
to deploy Keyless as part of their digital transformation projects and to push the financial 
sectors towards the public cloud.

Organizations claim over 30% of call center/IT help desk volumes are due to password 
resets. Financial institutions save money and reduce employee frictions by going 
passwordless to slash call volumes and improving UX.
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SCA

PSD2

Keyless offers 2-element SCA for PSD2

Keyless
PSD2 SCA

PSD2
roll-out

Strong Customer Authentication 
(SCA) mandated from 14 Septem-
ber 2019 uses two or more different 
types of factors.

— European Commission RTS

Easier, safer internet and mobile
payments across the European
Economic Area (EEA) reducing 
fraud and unifying supervision.

— European Commission

The European Union Payment Services Directive is creating a single
market for the Single Euro Payments Area. It requires strong customer
authentication (SCA) and mandates the use of at least two different factors
- for example, something “only the user possesses” and “something the
user is”.

Keyless products satisfy the PSD2 requirement for strong customer
authentication since they transparently use two factors: the user’s 
biometric data, combined with elements from their device.

Keyless SCA with just a look across
all customer touchpoints, with built-
in privacy and strong anti-fraud
protections.

— Keyless Technologies

18-month roll-out window started 14
September 2019 compliant by 14 
March 2021.

— European Commission
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For your organization.
2-element strong customer authentication, 
with just a look

The European Union Payment Services Directive is creating a single 
market for the Single Euro Payments Area. PSD2 requires strong customer
authentication (SCA) and mandates the use of at least two different factors 
- for example, something “only the user possesses” and “something the 
user is”.

This Directive requires the use of two or more factors of different types for 
example, something “only the user possesses” and “something the user is”
(inherent). 

The Keyless solution provides in a single package both the inherent and 
possession elements that satisfy the PSD2 requirement for SCA. The 
solution can be deployed across multi-channels on any
customer device and elsewhere, to give a unified customer experience 
that authenticates seamlessly with just a look.
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Nothing to Remember.

Nothing to Steal.

You are the Key.


