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Solution

NuDetect can help merchants optimize the 
consumer experience by using a multi-
layered approach with behavioral biometrics 
to identify good consumers in real-time—
without requiring any changes to the user 
experience. 

As a non-payment brand agnostic solution, 
NuDetect identifies consumers based on 
their online interactions with:

• Device Intelligence

• Behavioral Analytics

• Passive Biometric Verification

• Behavioral Trust Consortium

By providing real-time continuous dynamic 
verification, NuDetect can help merchants 
balance the need for stronger 
authentication without adding friction—
managing risk and ensuring loyalty. 

For more information, please contact 
your Mastercard Representative. 
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Opportunity

Balancing the need to deliver an optimized 
experience against strong authentication is 
vital to managing risk and ensuring customer 
loyalty.

Given these potentially conflicting needs it is 
not a surprise that most merchants list 
“identity verification” as a top challenge.

“Verification of customer identity”
remains the  #1 mobile fraud and online 
fraud challenge1

At the same time, the vast majority of 
merchants also believe that minimizing user 
friction is a top criteria when evaluating 
payment security options.

84% of merchants say that “customer 
experience” is a top factor when they are 
deciding to update or augment their existing 
fraud tools2

Despite these needs and objectives, many  
retailers continue to rely on outdated tools or 
only moderate use of advanced solutions, 
which may compromise their ability to find 
the balance. 

Identifying fraudsters from good consumers without adding friction is critical 
for merchants. As digital fraud continues to get more sophisticated, attacking 
multiple touchpoints across the user journey—leveraging real-time continuous 
dynamic verification is crucial to optimizing the user experience.

1.. LEXISNEXIS. TRUE COST OF FRAUD. 2019. 2.AITE, E-COMMERCE CONUNDRUM 
BALANCING FALSE DECLINES AND FRAUD PREVENTION REPORT,. 2019 . 


