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Increase conversions in digital 
onboarding with confidence and 
proper risk mitigation

Predictive signals enable reduced 
step-up friction, streamline KYC 
checks and exceed the expectations 
of good customers 

Leverage predictive data to 
confidently convert customers 
with limited financial history 
from internal or traditional 
credit or other sources

To a financial institution, 
balancing consumer friction and 
fraud detection in new customer 
acquisition flows is a competitive 
advantage in today’s aggressive 
marketplace.

Thin-file or unbanked consumers 
just add pressure to the situation:

Global data and risk signals help FIs 
identify and onboard more customers with 
higher confidence and lower friction.

Compounding the need to compete for customers, 
fraud is also getting more sophisticated. One of the 
largest fraud schemes involving synthetic identities 
created over $200 million in losses for businesses and 
financial institutions. Scammers fabricated more than 
7,000 false identities, which were used to obtain 
thousands of credit cards.1

Use real-time assessments to 
capture compromised identities 
that traditional KYC processes 
may miss — and prevent credit 
bust-outs before losses happen

Increase Passive 
Authentication

Onboard Thin-File 
and Unbanked

Mitigate Synthetic 
Identity Fraud

Sources:
1 - Ekata study
2 - Digital Banking Report
3- Experian
4- Javelin, Aite Group, Deloitte

$6B 1 in 5 FIs
is lost every year by 
lenders due to 
synthetic identity 
theft1

have an online account opening 
process that exceeds 10 
minutes,2 but consumers expect 
seamless onboarding

Americans are 
considered thin-file.3

of digital account applicants are 
35 or younger (i.e., thin file).4

62M +50%
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Make risk-oriented decisions with more confidence using real-time 
validity checks, risk scores and linkages.

Low-friction experience 
• Limited to no step-up 

verification 
• 16.8% increase in 

approval volume

Contact your Mastercard representative to learn more about Ekata.

Deliver a seamless account opening experience for good consumers creating 
loyalty, opportunity and inclusion — all while lowering your acquisition costs.

Ekata’s data and risk indicators help you know who your customer 
is and how their information is being used online — not just in the 
financial services ecosystem

Validity of identity elements

• Does this email belong to the person?
• Is this address valid? Is it residential?
• What type of phone number is this?

How they are used online

• When was this email first/last used?
• How many times has this address been used?
• Why are there 50 IP addresses associated 

with a single phone number?

Name AddressEmail Phone IP

Medium-friction experience
• Step-up further 

identity verification
• 20% reduction in 

manual review 

High-friction experience
• Document requests 

and manual reviews
• 55% of true fraud 

captured early

Identity Risk Score
Built on the combination of dynamic data across 
five core identity elements and  their usage patterns.

Identity Network Score
Built on usage patterns of identity elements 
across real-world queries from our network.

Scalability
Flexibility to support massive volume requirements 
while reliably retaining low latencies.

Validity Checks
Evaluates the authenticity of user input that 
is provided by the applicant.

Network Signals
Catches most recent activity of an identity element to 
determine its riskiness.

Reliability Assessments
Returns a risk signal on the combination of 
identity elements to confirm usage consistency.


