
Enhancing Security 
with Frictionless
Employee Access

How Keyless helped
a European digital bank
secure its remote workforce
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Passwordless MFA for Remote VPN Access
For many companies, enabling seamless and secure remote access to 
virtual private networks (VPNs) and remote desktops (RDP) became a top 
priority this year, when the pandemic drove entire offices to work remotely. 

To mitigate a sharp rise in the threats and help improve employee 
productivity, financial institutions around the globe have been looking to 
integrate secure, multi-factor authentication solutions that enable fast, 
reliable access to essential work-from-home applications.

This was no different for our client, one of the fastest-growing digital banks 
in Europe.

Source: The 2020 Duo Trusted Access Report

Success story
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The Challenge
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Our client’s internal VPN usage skyrocketed when COVID-19 caused 
unprecedented spikes of remote working worldwide. The client, one of 
Europe’s fastest-growing digital banks, needed a secure and scalable 
authentication solution to help manage employee access to its corporate 
VPN.

With access to sensitive financial data, the client needed a fast, frictionless 
multi-factor authentication solution that could prevent attacks caused by 
compromised credentials, while also enhancing remote productivity to 
minimize downtime and delays.

Before integrating Keyless™, the bank was using standard usernames and 
passwords to authenticate employees and grant access to its chosen VPN 
provider, Palo Alto Networks GlobalProtect VPN.

With over 1,000 employees accessing systems from home, passwords 
posed an enormous threat to the client, as phishing threats and cyber 
attacks aimed at stealing employee credentials spiked worldwide.

To mitigate these threats, along with user-experience issues associated 
with password resets, and cumbersome authentication flows, the client 
identified the need for a solution that could eliminate their reliance on 
passwords altogether.

With over 1 million customers to service, the client also required rapid 
integration to help minimize downtime caused by long and arduous 
integration times. The client decided to assess passwordless solutions 
on the market that could integrate with their current identity management 
infrastructure.

Microsoft estimates that passwords are responsible for 99.9% of 
successful phishing and hacking attacks.
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Enhanced security and login experiences

Reduced friction and increased productivity

Rapid deployment and saved costs

By integrating Keyless™  passwordless solutions, the client was able to 
successfully eradicate the threat of common password-based attacks and 
social engineering threats. 
Unlike other biometric-enabled passwordless solutions, Keyless™ offers 
Unique Identification capabilities. This essentially means that employees 
use one universal set of biometrics across all their devices,  eliminating 
biometric credential sharing amongst employees so that the client can 
have greater assurance that only the right employees have access to critical 
systems.

To enable fast, frictionless and secure remote access for their GlobalProtect 
VPN, the client chose to integrate Keyless™ passwordless authentication. 
Keyless™ solutions leverage advancements in biometrics and privacy-
enhancing technologies to provide seamless, reliable biometric multi-
factor authentication. 

By integrating Keyless, the client effectively reduced employee 
authentication fatigue, and delays and downtime caused by password resets 
and cumbersome authentication flows. This enabled the client to continue 
providing fast, quality customer service in a remote 24/7 environment 
without unnecessary disruptions.

Within a two-hour session, the client’s IT team successfully integrated 
Keyless with the bank’s existing Azure AD identity infrastructure and 
commenced enrolling and authenticating employees with the Keyless™ 
Authenticator app. The app leverages a digital employee-enrollment wizard 
to provide employees rapid, self-service onboarding.

Enabling seamless, secure, remote access
for bank employees

The Solution
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Immediate impact

Enhanced 
employee 

experiences

Built-in unique 
employee

identification

PII not stored
anywhere

No password 
resets, reduced 
IT admin costs

Rapid
time to value

Quick 
deployment

and low 
maintainance

Scaleable,
integrated with 

Azure AD
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